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FOR OFFICIAL USE ONLY
Certificate of Networthiness (CoN)

Product: Adobe Creative Cloud for Enterprise 4.x

Cert# Request Type CoN Type Approval Expiration
201620532 Upgrade Enterprise 4/27/2016 4/27/2019
Mission Area Domain Functional Area Category

Enterprise Infrastructure Environment = Communications Multimedia & Design Desktop

Description:

Creative Cloud for Enterprise 4.x is used for digital imaging, vector illustration, design, page layout, print
production, copy editing, web design, web development, web animation responsive website creation, web
application development, video editing, motion graphics compositing, video animation, color correction for video,
audio editing, batch processing/output for visual communications. This suite consists of the following
components: After Effects, Audition, Bridge, Dreamweaver, Edge Animate, Edge Code Preview, Edge Reflow
Preview, Extension Manager, Fireworks CS6, Flash Builder Premium, Flash Professional, Illustrator, InCopy,
InDesign, Media Encoder, Muse, Photoshop, Photoshop Lightroom, Prelude, Premiere Pro, and SpeedGrade.

Creative Cloud for Enterprise 4.x is installed on a current AGM build workstation. The user accesses the
application from the shortcut in the Windows Start menu or from the desktop icon. The user opens the program
and creates visual imagery or publications, then saves the file onto the hard drive. Finished documents are
typically JPGs, PDFs, Photoshop PDS, or Illustrator EPS files. Data stays internal to the local enclave.

Facts:

e This is an upgrade to Certificate 201417988.
e Software contained within this suite can be used as a suite or individually, dependent upon user needs.

CoN Link: https://portal.netcom.army.mil/apps/networthiness/_layouts/NetcomCON/rqgstcon2.aspx?requestld=25258

Restrictions:

1. Creative Cloud for Enterprise 4.x is restricted for use within certified and accredited networks and/or data
centers having a current ATO.

2. This Certificate of Networthiness is for Creative Cloud for Enterprise 4.x and does not include applications
developed with this product. Applications developed with this product must obtain a Certificate of
Networthiness independently.

3. The use of compilers and other development tools on the live network will be at the discretion and
approval of the Authorizing Official.

POC: netcom.hg.networthiness@mail.mil /(520)538-1199

This Certificate of Networthiness is based on a trusted standardized platform, configured per FDCC. All patches
and updates will be provided by the host network administrator (NEC or DECC) in accordance with all technical
directives, mandates, and IAVM. This Certificate of Networthiness is no longer valid should the assessed
configuration be significantly altered. Per Army Cyber Command guidance, all operating environment will
implement HBSS capabilities. Upon expiration of this Certificate of Networthiness, this application must be
reassessed to ensure it is still compliant with the GNEC architecture and is still networthy. Should this software
version be upgraded prior to this expiration, the new version must be evaluated for networthiness.

Additional Comments:
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Daniel Q. Bradford
Senior Executive Service (SES), Deputy to the Commander / Senior Technical Director / Chief Engineer
Network Enterprise Technology Command (NETCOM)
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